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PC Requirements

e Pentium 4, 1.2 GHz processor

e Windows’ 2000,Windows’ XP orWindows Vista (32it)
e 256 MB of memory, 20 GB hard disk space

e VGA or higher resolution video adapter

e Network Adapter (if using Canlan)

e 1 Serial Port (if using CLA50)

e 1 USB Port (if using CLAUSB)

Software Installation

1. Insert the Maestro Lite CD into the GROM drive on your
computer.

2. Follow the installation instructions and enter the software key that
came with your CD when prompted.

3. Launch the Maestro Lite software by goingtést > All Programs >
Maestro Lite > Maestro Lite

Software settings are saved to:
e C:\ Program FilaédMaestro LiteData(Window$ XP default location)
e C:\ Program DataMaestrd Data(Window$’ Vista default location)

NOTE: It is good practice to back up this folder on a regular basis and after chang
have been made.
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Navigation

Program icons are located on the left side ofrtagn menuand change
from monochrome to color when selected. While in the selected view, other
buttons and menu functions may become available specific to that view.

Events

Events

@ G e Current. View reatime transactions transmitted and received from the
controller.

B aams e Alarms View and acknowledge foreadry and docheldopen alarms.

Readers
Add, edit, and delete readers. Remotely unlock, relock, louckout and downl

Users
Add, edit, and dete cardholders.

Schedules
o AccessModify up to 15 schedules (time frames) used to specify access time
e Unlock. Modify up to 49 unlock schedules used for automatic unlock times.
e Holidays Modify up to 100 holiday schedules and associate with specifespr:

o SystemModify up to 32 system schedules and associate with specific profil

Profiles
Add, edit, and delete user profiles. Each profile has a certain access sched

History
View transactions stored on the PC's hard drive.
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Communications

1. SelecfFile > Configure System Settifrgpm the menu bar.

% Event View - Maestro Lite

G Edit  Commands  Wiew Help

| 0 Configure System Settings |

Create and Edit Operator Profiles
Create or Edit Maestro Operators
S Queue Alarms

) Annuciate New Alarms

2. Click on theCommunication Paats.
3. Click on a tab for an available trufikto 17)

System Configuration FZ|
Metwork Trunks ] Color Schemes ] Histary ]
Startup ] Alarms ] Fields Communication Ports NOTE Se”altru n k
ﬁ” Trunk Serial Port Assignment num berl n g Starts a.t

Trurk 1 lTrunk2] Trunk3] Trunk4] Trunk5| TrunkB] Tlunk?] bl L

Si Commurications Port Cam? hd

Comb A
™ Multidrop Comb

Comé

Com3 v

oK | Cancel
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4. Select thappropriate COM port number* from the drdpwn menu.

* If you do not know the port number, go$tart > Control Panel >
SystemClick on theHardwaretab and choosBevice Manager
Expand theéPortssection to display the port number (shown in
brackets)Refer to the CLAUSB configuration guide for jumper settings.

- 4 Ports (COM&LPT)
(éy’\ Communications Pork {COML)
4 UsB Serial Part (COM7)

5. Click Multidrop (mandatory for R885). If you are using a daain
configuration(R$422) leave this box unchecked.

6. Repeatfor all serial communication devices.

7. Click OK.
1. SelecFile > Configure System Settifrgpm the menu bar.
2. Click on theNetwork Trunkab.
St?\;t:tlz\lork T]runksﬁlmmS ] ] EEIioerldSScheme]s CUTmunicatii-iDi:tDP;ﬂS { NOTE Network trunk
numbering starts at 17.
-::‘t Metwork. Trunk Addrezzes
Trunk | Address | Part ~
y: 192.162.0.123 5000
s o
- mRE:] o
Wz o
W o
Wz o
Wz o
o 1]
s 1]
Wk 1]
T 1]
Hem 1] v
< >
132162 . 0 . 123 [s000 Delete
ak | Cancel | |
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3. Click on an available trunk nureb(@7 to 32 and enter the IP
addressrad port number of the Canlan.

NOTE: The default port number is 5000. If you do not know the IP
address of the Canlan, check with your systems administrator or
doublecheck the Canlan configuration.

4. Repeat for alhetwork communication devices.
5. Click OK.

Readers

The following diagram is a typical example afl@o4 Maestro system.

Reader 1 ReadeP ReadeB Reade#
(A) (B) A (B)
Maestro Lite Pages of 37
Cansec Operator Guide March 20094 RgV .

Systems Ltd.



ADD READERS

1. Click theReadacon on the main menu.

%, Reader View - Maestro Lite |Z||E|[z|
File Edit Commands Wiew Help
Yy @2 Q0 @ & @& e ¢

Edit

Tew

Delete Unlock.  Momentary

Lock

Lockout  Lockaut Off

ML

2. On the menu bar, clickEW.

\
-r
Mew

3. On theControlletab, enter the following information:

Systems Ltd.

Hiztory ] ] KeylF'ad ] ]Schedule { [ Addl’eSSDf the CP4O
Contrallzr Reader Irtervals Operation
o o e Trunk number of the CLAUSB
or Canlan to which the CP40 is
Address 4
connectd.
Trunk 1 :I:
a e Port Assignmenfor the reader.
Port Assignmert This refers to the reader's
@ PecizPei position on the CP40. Choose
e Por 8 the port (A or B) to which the
reader is connected.
0K | Cancel |
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4. On theReaddnb, enter the following information:

Edit X
e L e ) o ¢ |d: enter a unique reader ID
ontraller Sader ntervals eration
8 i (from 1 to 256).
Identification
" — ¢ Name enter a name for the
Marmne: IFront Door Reader reader .

0k, I Cancel Apply

5. Click OK.

6. The new reader will appear in tReader Viemindow.

%, Reader View - Maestro Lite

File Edit Commands Yiew Help
L]
Yy @ @ @ & €| e ¢
T Edit Delete Unlock  Momentary Lock Lockout  Lockout OFf
Fronk Door
Reader

é ers

I ‘ Schedules

|

7. Repeat for all readers.
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1. Click on the icon of the reader you wish to edit.
2. On the menu bar, clickdit.

Edit
3. On thelntervéstab, adjust the settings as needed
Hiztary ] F.ey Pad ] Schedule ]

Controller ] Reader Intervals l Operation ]

f_;(j Configurable Time Intervals
Unlack Time [ J;I
Held Open Time &0 =
Pre-Alert Time (%) 0 =
.Emti-F'tas?back Time |4 J:l

ak | Cancel | |

e Unlock Time -the number of seconds the door will remain unlocked
following an access granted event, a retpsest event, or an
Aunl ock momentaryo command fr om
lock whenrthe time has expired.

e Held Open Time-the number of seconds that the door may be
opened before Boor Held Openalarm is initiated.

e PreAlert Time -the percentage of théeld Open Timethat the door
may be open before the reader sonalert will sound to warn the
cardholder that they will shortly caus#oarheldopen alarm if the
door is not closed. Example: if tHeld Open Timeis set to 60
seconds anBreAlert is 60% the reader's sert will sound after the
door is held open for 36 seconds.

e AntiPassback Timethe number of minutes that must elapse before a
credential can be reused at the reader thafindsd AntiPassback
enabled. To enablEmed AntiPassbackcheck th&imed Anti-
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Passbackox on theOperatiotab (see next section).

4. On the Operatiotab,enable the options desired
To enable any option, just check the appropriate box.

Hiztary ] F.ey Pad I Schedule ]
Controller ] Reader ] Interyals Dperation

@ Doaor Configuation

v Door Pre-dlert

[ Door In/Out Mode
[ Door Interock

[ Dual Custody Maode
[~ Pawer Lock on RTE
[ System Code Mode
[ Timed Anti-Passback.
[ Lacal Anti-Passback

ak. | Cancel | |

e Door PreAlert turnsthe prealertsonalertwarning on/off.

e Door In/Out Modeis used where one reader on a control panel
controlsentry and the other reader on the same control panel controls
exit. Theentry reader door locking device and door contracts must
be <connect @odofthecontrdl ganeh Phexit readeris
cnnected at the fABO port the&itt he
reader(B)works asid a v éheentty oeade (A). All programming
including access cards, configuration parameters, schedules, etc.
programmed fothe entry reader(A) will also affecthe exit reader
(B). Changes made theexit reader(B) will not take effect.

e Door Interlock isused tadenyaccess areader until the door
controlled by the other reader on the same control paoklsed
(door contact is closed)hen accessdeniedbecause dboor
Interlock, theRed LEDat the reader wiflash twice and the sonalert
will sound a long beep

NOTE: Cards must be programmed for both readers in order to allow
cardholder access through both dob@or Interlock can be
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overridden by useveho haveunlock privilege at the reagdézaving
the doors lockedut allowing both to be open at the same time.

e Dual Custody Modeequires thatwo validcredentials be presented
before accessgranted. After reading thedt card, the reader will
beep rapidly to indicate that it is waiting for a second card. Readers in
Dual Custody Modecannot be unlocked using the cardholaieliock
privilege feature.

e Power Lock on RTEs an option thaenableshe lock relay whean
exit button input is activated. Whemabledthe lock relay fires and
the door contact is shunted. Whé&tower Lock on RTEs disabled
the door contact isimplyshunted as normaln both cases the door
contact is shunted.

NOTE: This feature is enadd by defaultout when a motion detector
Is being used as a meansgiesand an electric strike is being ussd
a locking devicét is recommended that yaisablePower Lock on
RTE so that persons walking by the égithotcause thelectric

grike to unlock.Manual egress, such as a push bar, is required.

e System Code Modeauses the readertigpasindividual card
numbersand grant access based only orsyiséem codé reader in
system code mode will grant access to any card that is encoded with
the system's unique system code, regardless of the card's ID number.
Sincethe system code factory programmed on all cards issued to a
particular installationSystem Code Mode most often used to get
newly installed system into operation quickly, prior to programming
the access parameters of each individual card.

e Timed AntiPassbacls used to prevent authorized cardholders from
allowing unauthorized people to gain access at the reader by passing
their cards back to them. This option operates on a single reader to
preventan access card from being reused at the readenéor
specified irthe AntiPassback timatervalon thelntervalgab.

e Local AntHPassbackrevensa card from being reused at one reader
until it has been used at the other reader on the same control panel.
this option isenabledor eitherreaderjt is automatically enabled for
both readersn the control panel.
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5. On theHistorytab,choose the optional events that will appear

on theEvent Screen

Mew

Cantraller ]
History

e —
i n Optional Events

Iv Record Exit Button Events

Fieader ] | ntervals ]
Fey Pad ]

[+ Fecord Door Open/Closure

Iv Record Access Granted Events

Operation I
Schedule

X

l

Cancel

.

6. If you are using a keypawnfigure the keypad settings

on theKey Pathk

Edit

Reader ] Inbervalz ]

Contraller ]
Fey Pad l

Histony

Al
Key Pad Configuration
] Koy Pac o
Mode

|Eard Only ﬂ

FIM algarithnn

FIM Retry Count

Exclusion Range

=

3

Operation ]

Schedule

l

Mode - choose the type(s)
of credential(s) required:
Card only, PIN only, or
Card + PIN.

PIN Algorithm -
determines cardholders'
unique PIN numbers. To
change the PIN numbers
of all cardholders at a
reader, select a new PIN
algorithm.

NOTE: all readers should
use the same PIN algarithm

[7] Cansec
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7. On the Schedutab,you carchoose optional unlock or
holiday schedules for the reader.

(See th&nlock SchedwdeslHoliday Schedwdestions for more
information about creating unlock and holiday schedules.)

Edit X

Contraller ] Reader ] |ntervals ] Operation ]
Histary I K.ey Pad Scheduls

Reader Schedules
Reader Unlock Schedule

5

Haliday Schedule
5% |Holiday Schedule 1 |

0k | Cancel ‘ |

8. Click OK to save the reader settings.

Doubleclick a reader to view its status.

2l2lel sl 2l

@ Current Status ‘ Current Alarrns
[ Unlocked [ Reader Tamper
[v System Code Mode [ Forced Entry
[ Dual Custody [ Door Held Open
[” Global Anti-Passback [~ Communication Failure
™ Lock Out

[ Door Contact Dpen
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AccessSchedules

Access schedules specify when cardholders can use their credentials at a
reader. Access schedules are the building bloaksefprofiles which
determine which readers a cardholder can access and at what times.

Access
Schedule

User
Profile

To create a new access schedule:

1. Click theSchedule®n on the main menu.

2. Click theAccess Scheduotas

%, Access Schedule View - Maestro Lite

Fle Edit Commands Yiew Help

* 9 O

New Edit Delete

@ & o

Urlock  Momentary Lock

Lockout  Lockout OFf

Icon Yiew

W @8 @8 ® w

Morning Hours Evening Hours — Full Access Schedule ¢ Schedule 5

®W @ @ ® 0

Scheduls & Schedule 7 Schedule & Schedule @ Schedule 10

@ B &8 ® ©

Schedule 11 Schedule 12 Schedule 13 Schedule 14 Schedule 15

o

3. Doubleclick one of the 15 availaldeesschedules.

[7] Cansec

Systems Ltd.

Maestro Lite
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Pagel6 of 37
March 2004 R&V .



4. Enter a name for the access schedule.

5. Click on the boxes to select the days and times when cardholders can
use their credentials to access a reader. Selected times will turn green.

NOTE: To select multiple boxes, clankddrag or clicka row or
column title to select all boxes in that field.

Access Schedules

Mame

|Morning Hours

Maondap 11:00 to 11:30 Ak

lTl Cancel |
6. Click OK.
7. Access schedules you create will be displayedAndéss Schedule
Viewwindow.

8. Now create user profiles to apply the access schedules to specific doors
and groups of users. (Seelilser Profdsection.)

User Profiles

To create a new user profile:
1. Click theProfilekon on the main menu.
2. On the menu bar, clicklew.

_ o

e
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3. TheAccess Profiesdow will appear.

Access Profiles
‘:g Editting Access Profie

Mame |

Access Schedule Assignment Access Schedules

Reader | Schedule EIIDHB ; -~
@ [007] Front Daor Reader Mone SE?FEQEIE gurs

@ [002] M ain Entrance Reader Mone Schedule 3
Schedule 4

Schedule 5

Schedule 6

Schedule 7

Schedule B

Schedule 9

Schedule 10

Schedule 11

Schedule 12

Scheduls 13 v

oK Cancel

4. Enter a name for the profile.

5. To apply an access schedule to a reader, click the desired reader and
then click an access schedule.

Access Profiles
‘:9 Editting Access Profile

Mame |M0ming Shift Prafile

Access Schedule Azsignment Access Schedules

Fieader | Schedule | None -
@ [001] Front Door Reader Morning Hours Goheduls 2

@ [002]) Main Entrance Reader Mone Schedule 3
Schedule 4

Schedule 5

Schedule 6

Schedule 7

Schedule 8

Schedule 3

Schedule 10

Schedule 11

Schedule 12

Schedule 13 -

[ ok | cancel |
Example users who belong tMtraing Shift profilegbove) can access

the Front Door Reader during the times speciecdhinghdours
access schedule.

6. All users who belong to the profile will be able to access the selected
readers on the days/times specified in the access schedule.

7. Click OK to savelte profile.
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Cardholders

After setting up access schedules and user profiles, add cardholders:
1. Click theUsergcon on the main menu.

2. From the menu bar, clidkEW.
3. On theldentificatiotab, enter information about the cardholder:

Edit EJ
Identification WACCESSW DiSCIE[iUﬂa[}'] Notes ] Spacial]
w Identification
Card Mumber 1
PIM Nurber 4653
Name ||
E Handicap Options
Handicapped r
Unlack Time 7 J:I
Held Open Time 60 =
ok | cancel | |

e Card Number-the unique Hligit credential ID numbe(0to 65000)
Example: if the number on the credential is 1322833, the last five
digits (02533) represent the card number. The first five digits (13244)
represent the system code (facility code).

¢ PIN Number-a fourdigit PIN for use with keypad applications. PIN
numbers are automatically generated.

¢ Name-is the name of the cardhold€ardholder searches are case
sensitive, so use the same format for all cardholder names.

¢ Handicap Options for users Wo require more time to enter a door,
you can customize the unlock time and the detdopen time.
Check theHandicappdabx to apply these custom settings.
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4. On the Accedsb, activate the cardholder's credentad associate
the new cardholder with user profile.

e Dates-thisis theperiod for which you want trexedentiato be
active The Validation Date is the day the cardholder's credential
becomes active. Void Date is the day the cardholder's credential
becomes inactive.

e Card Stéus-selectActivefrom the dropdown menu to make the
cardholder's credential active. (Default settintaidive)

‘ﬁ Access Profile

Card Status | Inactive ﬂ
Profie Inactive
Lost
Stalen
Feader D BSlrp_','ed
&) (001) Front Door Rea Pending

¢ Profile -Choose a user profile from the da@vn menu. The
cardholder will have access to the readers specified in the user profile

‘:9 Access Profile

Card Status Active ﬂ

Profile Marning Shift Profile

5. Click OK to add the new cardholder to the database.
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