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Introduction

The Canlan network communications deyocavides seamless network
connectivity for Cansec access control prodlicessCanlLan gpporisup to

16 CP40or 30 Smartlock control panelsOn Maestro systems, network

traffic only occurs when events or commands need to be relayed between the
host andthe control panel8andwidth is conserved through a complete
implementation of the CP40 protocol on tbentrol panels

A standard 10 Badenetwork
connection is provided fanterfacing
purposes. This allows the use of low
cost Category 3 (or higher)
unshielded twisted pair wiring,
typically present in most LAN
environments. With onboard
processing and low bandwidth usage,
the Canlan offloads work from host
software with mimal impact on
shared networks.

EKey Feature:s

e Supports RS485 communications

e Supports up to 16 CP40 control panels

e Supports up to 30 SmartLock Pro control
panels

e Onboard communication application
conserves bandwidth

e Minimal impact on shared networks
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Overview

The Canlan consists:of
e 5 status LEDs
¢ 3 interface connectors
e 1 AC adaptomplug

*anaccess panel's battery lokafso be used (see the section on Power)

The front of theCanlan(shownbelow) houses thHJ45 interface and the

status LEDs.

A CDE B

A | RS232 Port Activity LED

flashes when there is activity on the RS2
interface

B | RS485 Port Activity LED

flashes when there is activity on the RS4
interface

C | Link Activity LED

flashes on reception/transmission of
Ethernet frames

D | Link Status LED

indicates an active connection between
Canlanand hub when lit

E | Power LED

indicates that th€anlanis on when lit

F | 10 Basd Connector

standard 10 BageRJ45connecto for use
with a crossover or straight through cably

CanLan
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There are two options for providing power to the Canlan:
1.AC input
2.12 VDC input

e AC Adaptor
ThesuppliedAC power adapteran be plugged into the AC adaptor
connector on the back of the Canl&OTE: a power outage will result in a
2030 loss of connectivity to the device.

e 12 VDC Battery Backuplrecommended)
The Canlan can be wiredh theRS485headeronnectorto a Canseaccess
control panel'd2 VDC output Wiring the Canlan to @anel withbattery
backupwill prevent the unit from being reset during an AC power failure.

AC Adapto
Connector

RS485 Heade
Connector

GND
(i) NEG

12 vDC
(+) POS
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RS232 Female
DB9Connector

o
( ! f &

EEEREE

RS485 Header
Connector

e RS232 Femal®B9 Connector

The female DBgonnector supports awdre interface with the following
pin-outs:

1. Not Used 2. RX

3. TX 4. Not Used
5. Gnd 6. Not Used
7. Not Used 8. Not Used

e RS485 Header Connector
The RS485 header corater has the following piouts:

1. RS485A 2. RS485B

EEEEEE 3. GND* 4. Reserved
5. Reserved 6. +12V DC
*use when wiring Canlabatttery backup
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Installing the Canlan Software

=

Insert the mini CD into your compute/GD drive

Go toMy Computerand doubleclickyour computer's CD drive

Hard Disk Drives

“a® Local Disk () Local Disk,
Devices with Removable Storage

.331;& Floppy (8:) 34-Inch Floppy Disk,
D Drive

Doubleclick Setup.exe

Files Currently on the CD

Follow the installation instructions

Systems Ltd.
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Connectinghe Canlamo the PC

For firsttime configuration, a serial connection is most often used, but the
following outlines how toonnectthe Canlarnto the PCusingeitherof the
followingmethods

e Serial Connection

e NetworkConnection

1. Connect the CanLan to the PC using B9 data cablprovided
2. Continue to theMaking a Connecteattionon pagell.

= Y

Before connecting the CanLan and the PC using a network connection, you
must first change the host PC's tidrass.

1. Go toStart > Control Panel >Network Connectians

2. Rightclick on thePC'sethernet | ol T ap—
connection and chood&ropertiesfrom "\ fesekRmsise ossbe et sropwiess s,
the context menu 5

NOTE: You may first have to disable any i

wireless network connections b

Properties Ji
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-4 Local Area Hetwork Properties

3. Selectnternet Protocol (TCPfBin
the listand press thBropertidmitton.

| General :rAuthenlicalion Advanced |

Connect using:

% B8 Realtek RTL8139 Family PCI Fast Ett ‘

This connection uses the following items:

S File and Printer Sharing for Microsoft Networks A‘
¥ =005 Packet Scheduler — |
M %= iIntemet Protocol (TCPAP) | (= i

:_v_i\
2 |l
Uninstall
Description

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[[] Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

0K ] [ Cancel

Internet Protocol (TCPAP) Properties

4. Write down your current settings Genera |

. You can get IP settings assigned automatically if your network supports
5 . Se I eCU se th e fo I I owin g I P ad d ress this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.
andenter:

(O Obtain an IP address automatically

° IP address: 10.0.01 (® Use the following IP address: -
IP address: [w0.0.0.3]

e Subnet Mask 255.255.255.0 [ 0.7 5]

Subnet mask: [255.255.255. 0 |

e Default Gateway 10.0.0.1 Detet sateway = = = |
6. CIICk OK- Obtair 1,?%.‘;:-'.:?"'.,3?":, automatically
(® Use the following DNS server addrfasses:
7. On theLocal Area Network Propertie :
Wlndow’ CI|CIOK . Alternate DNS server: ( . . 5 l

[ 0K H Cancel ]

Preferred DNS server: \ ” . 7\

UJ
|
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8. Connect the CanLan to the PC using tbat5 crossoverable provided
9. Continue to theM

I =

aking a Connectgaction below.

-

Making a Connection

NOTE: When you power on the CanLan, it will enter as26ond
configuration mode. LED B (RS485 Port Activity) will be illuminated during
the 20second configuration period.

You must make a connection from the configuration software to the CanLan
during the ®second configuration period. If the-2€cond configuration

period expires before you make a connection, simply power the CanLan off
and then power it back on again. This will reset the CanLan andiaatkit

into configuration mode for 20 seconds, aad gan attempt another
connection.

1. Go to Start>All Programs>Canlan>Launch Configuration Software

2. Plugthe 12V ACDC adaptor into an electrical outlet, and plug it into
the CanLan

3. This will power on the CanLan and reset the unit into -aed®nd
configuration mode

4. LED B (RS485 Port Activity) wide illuminatedor 20 seconds
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5.While LED B is illuminated, make a connectlmnchoosingConnect
from theCanLan Configuration Softwe@ menu

Met bask

Gateway

Port

@ Otline

IP &ddiess

Magshio

A Canlan Configuration

i Address Configuration

——
—
8

wu Operational Maode

Zodiac Max
Idle auto-disconnect

Duration in Minutes

Smartlock Pro/Connect

61‘9 Femate Diagnostics

Enable Remote Diagnostics

Password reguired for command mode

Enter an 8 character pazsword

Sﬁ Serial Interface

R5232 Interface
F5485 Intertace

. Connect Quit

6. If LED B is on, choosgour connection method:

e If you are using a serial connection, chds@nect viaSerial Portand
choose the appropriate COM Port from the ddogvn menu

Connection Seleckion

Port

Connect Vi

Address

Cam1

% #| Connect Via Serial Paort

[~

~
Cam2
Cam3 I
Camnd R R i
ComB b

1] 4 | Cancel

Eg

The COM Port number can be founc
/L by going taControl Panel > System >
N Hardware > Device Manager

7. If you are using a network connection, chdasenect via Networland
enter the CanLan's default IP address: 10.0.0.100

Connection Seleckion

Fort

Com1

% Connect Yia Serial Port

-

#| Conhect Yia Metwark

If LED C is not illuminatedn the
CanLan,a proper electrical connectig
— does not exist between the PC and t
_ Canlan. This may indicajgoblems

Addess ] 10 . 0 . 0 . 100 with the crossoveable, Canlajor
) T host PCethernet card.
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8. If LED Bis df, first power the CanLan ofind on again, and then make
your selection (as abave)

9. Pres9K.

10. Once aconnection is ¢ablished, theonfigurationsoftware wiltetrieve
the currentdata from the CanLan

11. The red connection icon at the bottom of the configuration software
window will change to green atiek messadénit Online will be
displayedLED B will stay on untiQuit is pressed.

@@ CarLan Configuration - X
l Address Configuration @ Remote Disgnostics
IP &ddiess 0.0 .0 10 ] Enable Remote Diagnostics
NetMask | 2% . 256 . 255 . 0 Password required for command mode
Gateway o 0.0 o Enter an 8 character password
Part 5000 -
& o
$47 Operaional Mode Serial Interface
%) Masstio FI5232 Intlace
Smartlock Pro/Cannect +1 RS 485 Interface
Zodiac Mak
00801
Idle aulo-clsconnect
Dunation in Minutes Setup
@  UnitOnine
Load Save Version Defauit i Eonnest Quit

Troubleshooting Tips
If a connection cannot be established, the connection icon will remain red
and the statubne will report Unit Offline.

o Verify the CanLanConnection
If you are using a network connectigo toStart >Runand typecmd
and clickOK to launch the Windowscommand prompt. Typeing
10.0.0.100and then hit theEnter key on your keyboard. If there is no
reply, doubleheck the cable connection and/or IP settings.

e Try a Serial Connection

If successive attempasestablish a network connectiare unsuccessful,
try usingaserialconnectioninstead

e For moretroubleshooting tipssedhe Troubleshooting a Connesgaiion
at the end of this manual.
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Setup and Configuration

NOTE: The following describes how tan@igure the Canlan using Canlan
Version 7 software. To use this software, the Canlan must be using Version 7
firmware. If you are using an older version of the Canlan firmware, a
firmware update kit is available from Cansec Systems.

The configuratiormenuis grouped into four sectiansddress Configuration
Operational Modeemote DiagnosteslSerial Interfadeachsection reflects
a group of settingbat will bestored inthe Canlan'dlash memory.

The Address Configuratieation defines the static IP address that will be
assigned to the Canlan as well as its subnet mask and gateway address in the
event the host PC is on a different subnet than the Canlan.

In most corporate environments, the specific values folP tddess,
sulnet mask and gateway must be obtained from the IT staff managing the
network. Failure to do so could result in address conflicts and other routing

errors.
Enter the following information: W iess Coniguion

e I[P Address -

e Subnet Mask PAddess | T 168 . 1 . 3

o Gateway NetMask | 255 . 255 . 255 . O

e Port Gateway B3

Port 5001 =
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Operational Mode

The Canlan supports several modes of operation, some intelligent, designed
to ease host workload and network traffic and others acting as simple
Ethernet to RS485 bridges. The modes are selectable on a product basis for
simplicity.

Chooseone of the three operational modes: & OesatonaiMode

* M aeStro ¢ Maestro
e Smart LOCk P I’O/ Connect Smartlock Pro/Connect
e Zodiac Max Zodiac Max

Idle auto-disconnect

Duration in Minutes 0

Idle Auto-Disconnect

Theidle auto-disconnecinactivity timer drops any active host connection
after aspecifiednterval(in minutes)uring which no data is transmitted or
received. This option helps prevent against a hung connection with a host
which has gone offline without properly closing the socket connection or
other situations where packet loss may occur.

Recommended Setting
For SmartLock Pro/Connect, is highlyecommendkdtidle aute
disconnects enabledavith a value of 1 for the duration in minutes

Idle autedisconnect is not needed for Maestro systeatause thiglaestro
interfacemonitorsthe connectiorio ensure it is active.
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The Canlan provides a rich set of diagnostic features to assist in both the
installation and ongoing maintenance of field hardware. Additionally
diagnostic software is available to assist in connectivity issues between a host
and a Canlan (See tlanlan Toubleshooting Gdlenore details).

The Canlan implements a set of diagnostic commands which can be issued
from the Advanced Diagnostic software tool. In addition, it continues to
support execution tracing at selectable detail levels via Telnet or the
Advanced Diagnostic software tool.

Enabke Remote Diagnostics

The remote diagnostic interface available on p## feresPeree
23 can be disabled if network security is essel

V' Enable Remote Diagnostics

v Password required for command mode

Opt|0na| Password Enter an 8 character d
K . A i passwor

If remote diagnostics is enabled optional 12345678

8character passwordrcbeenteredo control

access to diagnostic commands and the

information they provide.
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In this section select which of the two available serial interfaces will be used
for the connection between the Canlan anddbetrol pandfs).

NOTE: this doesotrefer to the connection type used to configure the
CanLan.

RS232 Interfacdf the CanLan will be

connected to the control panels using an RS, seilinteace
connectoy choos&rS232 InterfaceThis refers S—
to the connection typeetween the Canlaand e donter
the control panelshotthe cable type used to
configure the Cdan.

9600.,8.n.1

Setup

RS485 Interfacdf the Carlan will be
connected to the control panels using an
RS485connector choosdrS485 Interface

Setup

When an operational modedbosenthe default communication
parameters are set for the selectedrol panetype. These settings may be
overridden bylickingthe Setupbutton.

The current communication parameters are displayed in the status bar below
the interface selection buttofts easy confirmation.

ChooseSAVEfrom the commands at the bottom of the menu screen

Unit Online

Load Yersion Default Connect Quit

NOTE: If you used a network connection to configure the CanLan, change
your PC's IP address information back to the original settings.
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The configuration software provides a set of command buttons for reading
and writing the flash configuration as well as setting factory defaults. The
buttons and their actions are listed below.

Unit Dnline
Load Save Wersion Default Connect Quit
Load uploads the flash memory configuration fribva Canlan
replacing the existing settings
Save downloads the current settings to the Canlan and writes thi

to flash memory

Version | displays the Canlan firmware revision information

sets all parameters to their default values in the configurati
Default | software Note these defaults are not set in the Canlan flasl
memory unless theavdutton is pressed

Connect | initiates a connection with a Canlan

closes the connection with the Candard immediately begins

Quit execution as per the selected operating mode
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Connecting the Canlan t€antrolPanel

The Canlan may be connected to up to 16 CP40 access control panels or up
to 30 SmartLock access control panels.

Refer to theSmartLock Pirestallation Manuat the CP40 Installation Manual
for details on connecting the access control panel to the Canlan.
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POWER:
- It is highly recommended that the

Canlan be powered by 12 VDC
output from a Cansec access control
panel with battery backup. This will
prevent connectivity loss during a
power outage.

Option 1:
12 vDC
AC-DC Adaptor

OR

Option 2:
GND (& | |
+12VDC @

CanLan
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